]

The President’s
National Security Telecommunications
Advisory Committee (NSTAC)

Issue Review

A Review of NSTAC Issues
Addressed Through NSTAC XXVII

August 2004

XXVII_FrontMatter.indd

1 10/8/04, 4:31 PM



— |

XXVII_FrontMatter.indd

10/8/04, 4:31 PM



%
E
®
Q
o p
@)
Q
-)
s
®
)
s
V]

]

XXVII_FrontMatter.indd 3 10/8/04, 4:31 PM




— |

XXVII_FrontMatter.indd

10/8/04, 4:31 PM



)

]

The President’s National Security Telecommunications Advisory Committee

NSTAC XXVII Issue Review

Table of Contents

EXeCULiVe SUIMMATY ...uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeereerniiiiieiieeseeeeeeeessssssssessssssseesesssssses iii
| 5 Ua o0 6 U1 Tt (o) o H0O PP PPPPIN vii
ACLIVE ISSUES ...uiiiiineiiiiiiiiniiiiiiiiiiiitiiteneieetteeasessstesasssssssssssssssssssssssssssssssssssssssssssssssses 1
FINANCIAL SETVICES . uueiiiiiiiiiiee ettt et e e et e e e et e e e esraeeeseanraees 1
SALEIIITE SECUTIEY 1eveeeeiieriiiiiiieeee et ereittt et e et e e e sttt e e e e eeessnatatteeeeesssassnsssaaeeessssssssssrsaaeeessssnnnnsnns 5
Legislation and Regulation, 2000—2004 .........ccoeouiiiiimiiiieeeniieee et ee et e e e e s eaeeees 9
Research and DevVelOPmMEnt . .........ueiiiuiiiiiiiiiieeieiiee ettt ettt e e e e e 16
INEEWOTK SECUTTEY «.nneeiteeieiiiee ettt ettt e ettt e e st e e e e bt e e e e e e e e e saneeee 21
Previously AddreSSed ISSUES ......cceueiiriiruneceerieennceereeennecesseernnssssssesnnsssssssssnsssssssssnnnes 27
Wireless Services (including Priority SETVICES) ....cceiiierrvuiriiieeeeiiriiiiiiiieeeeeeeeeeiiiiieeeeeeeeee e 27
WITEIESS SECUTTLY eeeeiiiiititeeee ettt ettt e e e e e ettt et e e e e e s s s bbbt e eeeeesesaaassbaeeeeeeeansnnnnes 33
Physical Security of Telecommunications RESOUICES.........ccevuveeriiieenriieeriieeniieenieeeeieeeseeeeaae 37
Information Sharing/Critical Infrastructure ProteCtion.........cccccueeevueernieeniieeniieeniieenieeenne 40
Last Mile Bandwidth Availability ..........cccovriiiiiiiiiiiiiiiiiitee e 45
INELWOTK CONVETIZEIICE ..eeeeiiiieiiiiiiiieeeeeeeeiiiitteeeeeeeesaiitbtteeeeesesasnssttteeeeeesssssnsssseaeeeessssssnnsrseeees 49
Response to September 11, 2001, Terrorist Attacks ........cceeeevrieiiriiieeiiiiiieeinieeeeeieee e 57
INfOrMAtiON ASSUTATICE .....cceuttieurreeriieeeite e ettt et e esitee ettt e esateeeabteesseeeeaneeesabeeesabeeesaseeesaneeennnee 60
Legislation and Regulation, 1994—1999 .........ccouiiiiiiiiiiiiiniiteeeeiie et 66
Industry/Government Information Sharing and ReSPONSe..........ccovveerviieeriiieiniieeeniiieenieeene 70
GlODALIZALION ....eeeiiiiiieeeiti ettt st e e e e abae e e s nreeeeas 75
National Information INfrastrtiCtUre .........coooueeiiiiieiieeiieeeee et eeseee e 78
Common Channel SiZNAaling ........ccouiiiiiiiiiiiiiieiieeee et e e e e s s aareeeeeeeeens 81
Obtaining Critical Telecommunications Facility Protection During a Civil Disturbance......... 83
L 1] 3 OO PRSP PPPPPPPPPRRN 85
Enhanced Call COmMPIETION ........uuiiiiiiiiiiiiiiiiiieeee ettt e e e e e e s re e e e e e e s esaneraeeeas 90
Underground Storage TamKS.........cceeeiiiiriiiiiiiieeeiieeriiteeee ettt e e e e e s s sibereeeeeeesesaneraeeeas 94
International National Security and Emergency Preparedness Telecommunications.............. 96
Telecommunications Systems SUTrVIivVability.........coeeeeueiiiiieiiiiiiiiiiieeeeeeeeeeee e 98
Telecommunications SEIVICE PriOrity ....ccccueuvieeeeiiiiiiiiiiiiieeeeeeeeriiiteeee e e e e e eeieere e e e e e e s 100

XXVII_FrontMatter.indd

1 10/8/04, 4:31 PM

-



)

]

The President’s National Security Telecommunications Advisory Committee

NSTAC XXVII Issue Review

Table of Contents (concluded)

Telecommunications Service Priority Carrier Liability ........cccccceiiriiiiiiiiniiiiiniiiiiiiiieeeee 102
Physical Security of the Public Switched Network ..........ccoooiiiiiiiiiiiiiiiieeceee 103
INtElliZENT NETWOTKS. ..eiiiiiieiiiiiieeeeeeeeeeiiie e e e e e ettt e e e e e e e eseaaeeteeeeeessssnnranaaaeeesssnnnnnsssaaeeens 104
National Research COUNCIl REPOTIT c......uiiiiiiiiiiiiiiiiiieieiiieeeete ettt 106
Commercial Satellite SUrVIVaDIlity .......coooiiiiiiiiiiiiiii e 108
Industry Information SECUTILY.....cccevutiiiiiiiiieeeitee ettt e s 111
National Telecommunications Management StrUCTUTE. ......cccuuueeerrrurreeeririreeeeniieeeeeeiieeeeananee 112
Telecommunications Industry MODIliZatiON ..........ceeeeuvriiieeeeeerniiiiiieeeeeeeeeriiereeeeeeeesssanenee 113
Commercial Network SUrvivability .........cccueeeiriiiiiiiiiiee e 116
Funding of NSTAC INItiatiVeS ... ...eeiieiiiiiiieiiiieeieiiieeeeitt ettt st e et e e e eiee e e e 118
EleCtromagnetiCc PULSE....ccciiiieiiiiiiieeeeeeeeiieee e ettt e e e e e e st e e e e e e s essanaraaeeeeesesssnnnnnnes 119
International Diplomatic TeleCOMMUNICAtIONS .......uvvvrreeierirriiiiiieieeeeeeerrirreeeeeeeeeeineeeeeeess 121
Automated INformation PrOCESSITIE .......eieeruurrriiieeeeeeriiiiiieeeeeeeesseiirtreeeeeeeesssnrereeeeesssssssnnnnne 122
National Coordinating MeChaniSm.........cccocuuieiiiiiiieiiiiiieeeeiiee et e e 124
Appendices
A. NSTAC Implementing and Governing Documentation............ccceeerereeeeeennnnnnnnenns A-1
Executive Order 12382, President’s National Security Telecommunications
AQVISOTY COMUMIELEE ..vvveeeeeeeeeeiieiteeeeeeeeeitttteeeeeesssaasetteeeeeessssanssssaaeeessssssssseseeeeessssnnnnssnns A-1
Charter of the NSTAC ......ooiiiiieie ettt e et e e et e e s e abeee e s naeees A-3
INSTAC BYLAWS.cetteuiiiiietiteeeeeeeiiiittee e e e e e eeiiie et eeeeeesssantttteeeeeeesssnssesaaeeeessssssssssaeaeeesesnsnnnnnns A-6
1983 Correspondence from the U.S. Department of Justice, Antitrust Division.................. A-10
B. NSTAC Membership.......cccciiiiiiumiiiiiiiiiiiiiiiiiiiiiiinnnnnnneccesssesessesssseseessssnns B-1
C. NSTAC XXVII Executive Report to the President ...........cccoeeveeiiiiiennnnnnniiiiiinnnnnes C-1
D J2 Vet 0] 0172 0 - Y D-1
ii
2 10/8/04, 4:31 PM

XXVII_FrontMatter.indd

-



Executive Summary




— |

XXVII_FrontMatter.indd

10/8/04, 4:31 PM



)

]

The President’s National Security Telecommunications Advisory Committee

NSTAC XXVII Issue Review

Executive Summary

President Ronald Reagan issued Executive
Order (E.O.) 12382 on September 13, 1982,
which established the President’s National
Security Telecommunications Advisory
Committee (NSTAC) to provide the President
with a unique source of national security
and emergency preparedness (NS/EP) com-
munications policy expertise. Impetus for
the NSTAC’s establishment included the
divestiture of AT&T, increased Government
reliance on commercial communications,
and the potential impact of new tech-
nologies on communications supporting
NS/EP requirements. Appendix A includes
E.O. 12382, as well as additional NSTAC
implementing and governing documentation.

Since its inception, the NSTAC has advised
four Presidents on issues pertaining to

the reliability and security of communi-
cations and its impact on protecting the
Nation’s critical infrastructures—issues

that are vital to America’s security and
economic interests. Today, members of the
communications and information technology
industries recognize the NSTAC as a model
for industry/Government collaboration.

Its record of accomplishments includes sub-
stantive recommendations to the President,
leading to enhancements of the Nation’s
NS/EP communications, critical infra-
structure policies, and related information
systems security posture. Enhancements in
the form of operational programs and policy
solutions benefit both industry and the
Government as the security requirements for
the communications infrastructure evolve.

During the past 22 years, the NSTAC has
worked cooperatively with the National
Communications System (NCS), an inter-
agency consortium of Federal departments
and agencies that serves as the focal point
for NS/EP communications planning.

The NCS coordinates the planning of
NS/EP communications to support any
crisis or disaster. By virtue of its mandate
to address NS/EP communications issues,
the NSTAC’s partnership with the NCS is
unique in two ways: it facilitates industry
involvement with both the defense and
civil agencies comprising the NCS;

and it regularly sustains interaction
between industry and the NCS member
departments and agencies through the
National Coordinating Center for
Telecommunications (NCC), the
Telecommunications Information Sharing
and Analysis Center (Telecom-ISAC),

and the Network Security Information
Exchanges (NSIE) process. The NSTAC'’s
perspective and its experiences with a wide
range of Federal departments and agencies
make the NSTAC a key strategic resource
for the President and his national security
and homeland security teams in their
efforts to protect our Nation’s critical
infrastructures in today’s dynamic and
evolving environment.

The NCS was officially transferred

from the Department of Defense to the
Department of Homeland Security (DHS)
on March 1, 2003.
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Executive Summary (continued)

The NCS’ capabilities are being leveraged in
DHS’ Information Analysis and Infrastruc-
ture Protection Directorate to enhance the
cross-Government and private/public efforts
to protect critical infrastructures, while
ensuring national level NS/EP functions are
fully satisfied. Since June 6, 2002—when
President George W. Bush proposed creating
DHS—the NCS and the NSTAC have worked
with the Bush Administration to ensure a
smooth transition of NCS capabilities and
partnerships to DHS.

The NSTAC is composed of up to 30
Presidentially-appointed senior executives
representing the communications, informa-
tion services, electronics, aerospace, and
banking industries. Collectively, this group
is known as the NSTAC Principals.
Appendix B provides a listing of current
NSTAC members.

The primary NSTAC working body is the
Industry Executive Subcommittee (IES),
which consists of representatives appointed
by each NSTAC Principal. The IES holds
regular meetings to consider issues,
analyses, and/or recommendations for
presentation to the NSTAC Principals

(and in turn to the President), and forms
task forces and working groups to address
specific issues requiring in-depth analyses.
During the NSTAC XXVII cycle, from May
2003 to May 2004, the IES formed the
following task forces and working groups:

The Financial Services Task Force
examined vulnerabilities related

to the financial services sector’s
dependence on the telecommunica-
tions infrastructure, analyzed issues
regarding network resiliency that
could impact the financial services
sector, and provided advice to the
President on methods to help ensure
resilient services.

The Satellite Task Force examined
the use of commercial satellites in
NS/EP missions, vulnerabilities, and
mitigation techniques. In addition,
the group proposed recommendations
to the President for enhancing the
security of the commercial satellite
infrastructure and the robustness of
NS/EP communications.

The Legislative and Regulatory
Task Force examined national
policies and regulatory issues that
conflict with NS/EP missions.

In addition, the group developed
recommendations to the President
on barriers to information sharing
under the Critical Infrastructure
Information Act of 2002.

The Research and Develop-

ment (R&D) Task Force developed
a proceedings document following
the NSTAC’s fifth Research and
Development Exchange (RDX)
Workshop, held in March 2003,
that identified major findings
regarding the trustworthiness of
NS/EP telecommunications and
information systems.

iv
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Executive Summary (concluded)

The NSTAC’s RDX Workshops
stimulate and facilitate a dialogue
among industry, the Government,
and academia on emerging
security technology R&D issues,
and often result in programmatic
enhancements to our Nation’s
NS/EP capabilities. In addition,
the group produced papers on both
an NS/EP definition and the
possible development of a pilot
testbed for NS/EP research and
development purposes.

* The Operations, Administration,
Maintenance, and Provision-
ing (OAM&P) Working Group
examined the standard on OAM&P
baseline security requirements for
the management plane and provided
recommendations to the President on
the adoption and use of the OAM&P
Telecommunications Standard by
the Federal Government and other
critical infrastructures.

Many NSTAC recommendations result in
operational activities that enhance NS/EP
communications and information systems.
For example, the NCC, an industry and Gov-
ernment coordination center for day-to-day
operational support to NS/EP communica-
tions, began as an NSTAC recommendation.
The NCC’s mission evolved to include the
Telecom-ISAC in 2000. The Telecommuni-
cations Service Priority (TSP) System,

once an NSTAC issue, is also now an
operational system.

TSP is the regulatory, administrative, and
operational framework that authorizes
priority provisioning and restoration of com-
munications services for Federal, State, and
local government users, as well as select
non-governmental users. An NSTAC recom-
mendation also resulted in the establishment
of separate NSTAC and Government NSIEs.
The NSIEs meet regularly to address the
threat of electronic intrusions and software
vulnerabilities, as well as mitigation
strategies to protect the Nation’s critical
communications and information systems.

Appendix C contains the NSTAC XXVII
Executive Report to the President, which
includes summaries of the May 2004 NSTAC
Business and Executive Sessions, as well as
task force recommendations made to the
President during the NSTAC XXVII Cycle
(May 2003-May 2004).

Copies of NSTAC reports pertaining to
the issues addressed in this document are
available through:

Office of the Manager

National Communications System
Customer Service Division

P.O. Box 4502

Arlington, Virginia 22204-4502
(703) 607-6211
www.ncs.gov/nstac/nstac.html
nstac@ncs.gov
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Introduction

Purpose

This edition of the NSTAC Issue Review
provides a comprehensive report of issues
addressed by the President’s National
Security Telecommunications Advisory
Committee (NSTAC) from its first meeting
in December 1982 to its most recent meeting
on May 19, 2004. For each active and
previous issue addressed by the NSTAC,

the following information is provided

when applicable: names of the investigat-
ing groups, length of time required for the
investigation, issue background, a synopsis
of NSTAC actions and recommendations,
actions resulting from NSTAC recommenda-
tions, reports issued, and members of the
current/active investigating groups.

Active Issues

During the NSTAC XXVII cycle from
May 2003 to May 2004, NSTAC task forces
addressed issues in the following areas:

» Financial Services

Satellite Security
» Legislation and Regulation
* Research and Development

*  Network Security

Previously Addressed Issues

Since its first meeting on December 14, 1982,
the NSTAC has addressed a wide range of
national security and emergency
preparedness communications issues.

The Committee’s findings have provided

the President and administration members
with industry-based expertise and advice on
communications and information systems
plans and policies. The NSTAC Issue Review
records the contributions that industry and
Government representatives have made

to ensure the security and the emergency
response capabilities of the Nation’s com-
munications and information infrastructure.
A review of the issues previously addressed
by the NSTAC provides background infor-
mation on several Government programs
and initiatives that have resulted from
NSTAC recommendations.
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Active Issues

Financial Services
Investigation Group

Financial Services Task Force (FSTF)
Period of Activity

March 2003-April 2004

Issue Background

In November 2002, the Federal Reserve
Board (FRB) and BITS—a nonprofit
industry consortium of the 100 largest
financial institutions in the United States
that focuses on issues related to security,
crisis management, e-commerce, payments,
and emerging technologies—briefed the
Industry Executive Subcommittee (IES) of
the President’s National Security Telecom-
munications Advisory Committee (NSTAC)
on the significant dependence of the
financial services (FS) sector on the tele-
communications infrastructure to support
core payment, clearance, and settlement
processes of financial institutions.

Given that dependence, disruption of tele-
communications services could hamper
critical financial services processes, poten-
tially affecting the national economy.

To minimize operational risks and ensure
the timely delivery of critical financial
services, the FRB recommended that the
NSTAC analyze telecommunications infra-
structure issues pertaining to network
redundancy and diversity.

The NSTAC, therefore, established the
Financial Services Task Force (FSTF)
to conduct the analysis during NSTAC
Cycle XXVII.

History of NSTAC Actions
and Recommendations

The FSTF emphasized that the concept of
resiliency and its components of diversity,
redundancy, and recoverability are critical to
understanding some of the national security
and emergency preparedness (NS/EP) issues
currently challenging the FS and telecom-
munications industries. The task force
acknowledged that it is imperative for the FS
sector to maintain diversity as a component
of resiliency. The primary challenges identi-
fied by the FSTF with respect to diversity
were the failure of critical services resulting
from loss of diversity; the ability to ensure
that diversity is predictable and continually
maintained; and the potential for lack of
clear understanding of terms and conditions
in telecommunications contracts or tariffs
(and the potential for resulting confusion
when financial services institutions establish
business continuity plans).

The FSTF recognized that without a real-
time process to guarantee that a circuit’s
path or route is static and stable, an NS/EP
customer cannot be assured at all times that
the diversity component of the resiliency
plan will retain its designed characteristics.
However, the telecommunications infra-
structure was designed and engineered
based on a business model directed at the
general public.
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When necessary, networks have been
modified or developed to meet specific
needs at the customer level except where
limited by the available technology or

a customer’s willingness to purchase
unique requirements.

The FSTF emphasized that all interested
parties should support research and devel-
opment activities for improving managed
network solutions and alternative tech-
nologies as a potential means for achieving
high resiliency for the FS customer base.
Targeted capital incentives should also be
considered as a tool to encourage critical
infrastructure owners, including the FS
sector, to make the necessary investments
to mitigate telecommunications resiliency
risks to their business operations.
Appropriately structured capital recovery
incentives for critical business operations
could be used to accelerate immediate
investments to mitigate vulnerabilities to
critical NS/EP operations.

The FSTF also noted that when different
business continuity strategies cannot fully
guarantee operational sustainability, spe-
cifically engineered and managed efforts
might be required. The degree of assurance
that a business operation deems adequate to
achieve a high level of resiliency will dictate
the decisions and the appropriate approach
to be pursued. To that end, the task force
concluded that cross-sector assessments

or customer-provider assessments would
remain useful tools to facilitate better
understanding of the need for resiliency.
Indeed, FSTF members acknowledged

the importance of promoting mutual
understanding among the FS and telecom-
munications sectors to effectively address
NS/EP-related issues.

Both sectors pledged to continue in their
efforts to engage members of their com-
munities, as well as the public sector, in
a constructive dialogue to foster mutual
understanding of their operations and
unique needs.

Furthermore, the framework that the FSTF
developed to analyze the dependencies of
the FS sector on the telecommunications
industry could be adapted to conduct risk
assessments of other critical infrastructures.

On the basis of the FSTF report, the NSTAC
recommended that the President:

« Support the Alliance for Telecommu-
nications Industry Solutions’ National
Diversity Assurance Initiative and
develop a process to:

— Examine diversity assurance
capabilities, requirements, and
best practices for critical NS/EP
customers and, where needed

— Promote research and devel-
opment to increase resiliency,
circuit diversity, and alternative
transport mechanisms.

« Support financial services sector
initiatives examining:

— The development of a feasible
“circuit-by-circuit” solution to
ensure telecommunications
services resiliency

— The benefits and complexities
of aggregating sector-wide
NS/EP telecommunications
requirements into a common
framework to protect national
economic security.
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* Coordinate and support relevant
cross-sector activities (e.g., standards
development, research and develop-
ment, pilot initiatives, and exercises)
in accordance with guidance
provided in Homeland Security
Presidential Directive 7.

» Provide statutory protection to
remove liability and antitrust
barriers to collaborative efforts
when needed in the interest of
national security.

» Continue to promote the
Telecommunications Service
Priority program as a component
of the business resumption plans of
financial services institutions.

« Promote research and development
efforts to increase the resiliency
and the reliability of alternative
transport technologies.

» Examine and develop capital
investment recovery incentives
for critical infrastructure owners,
operators, and users that invest
in resiliency mechanisms to
support their most critical NS/EP
telecommunications functions.

Report Issued

» Financial Services Task Force Report,
April 2004.

Financial Services
Task Force Membership

Chair
Mr. William Sweeney,
Electronic Data Systems Corporation

Co-Vice Chair
Mr. Roger Callahan, Bank of America, Inc.

Co-Vice Chair
Ms. Cristin Flynn, BellSouth Corporation

AT&T
Mr. Harry Underhill

The Boeing Company
Mr. Robert Steele

Computer Sciences Corporation
Mr. Guy Copeland

Lucent Technologies
Mr. Karl Rauscher

MCI, Inc.
Ms. Joan Grewe

Microsoft Corporation
Mr. Joel Greenberg

Nortel Networks Limited
Dr. Jack Edwards

Northrop Grumman Corporation
Mr. William Gravell

Qwest Communications
Mr. Thomas Snee

Raytheon Company
Ms. Heather Kowalski

Science Applications
International Corporation
Mr. Hank Kluepfel
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SBC Communications, Inc.
Ms. Rosemary Leffler

Sprint Corporation
Mr. John Stogoski

United States Telecom Association
Mr. David Kanupke

VeriSign, Inc.
Mr. Michael Aisenberg

Verizon Communications
Ms. Ernie Gormsen

Other Financial Services Task Force
Industry Participants

BellSouth Corporation
Mr. David Barron

BellSouth Corporation
Mr. Shawn Cochran

BellSouth Corporation
Mr. Doug Langley

BITS
Mr. John Carlson

BITS
Ms. Heather Wyson

Electronic Data Systems Corporation
Ms. Liesyl Franz

The George Mason University
Dr. Kevin McCrohan

The George Washington University
Dr. Jack Oslund

Qwest Communications
Mr. Jon Lofstedt

Raytheon Company
Mr. James Craft

SBC Communications, inc.
Ms. Suzy Henderson

Securities Industries
Automation Corporation
Mr. Andrew Bach

Sprint Corporation
Mr. Todd Colvin

Sprint Corporation
Ms. Laura Harper

Verizon Communications
Mr. Lowell Thomas

Financial Services Task Force
Government Participants

U.S. Department of Homeland Security
Mr. Darrell Mak

U.S. General Services Administration
Mr. Tom Sellers

Federal Communications Commission
Mr. Ken Moran

Federal Reserve Board
Mr. Ken Buckley

Federal Reserve Board
Mr. Chuck Madine
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Satellite Security
Investigation Group
Satellite Task Force (STF)
Period of Activity
September 2003-March 2004
Issue Background

The terrorist attacks on September 11, 2001,
caused unprecedented disruption to
communications and marked a dramatic
surge in the use of national security and
emergency preparedness (NS/EP) services.
The attacks also raised security concerns
about the protection of the Nation’s vital
telecommunications systems against threats.
Currently, a Federal program does not

exist to ensure NS/EP communications via
commercial satellite systems and services.
Previous security issues regarding NS/EP
satellite programs focused on providing an
alternative means of communications under
nuclear attacks.

In January 2003, the Director, National
Security Space Architect, requested that

the President’s National Security Telecom-
munications Advisory Committee (NSTAC)
consider embarking on a study of infrastruc-
ture protection measures for commercial

satellite communications (SATCOM) systems.

In response, the NSTAC'’s Industry Executive
Subcommittee (IES) formed the Satellite
Task Force (STF) to analyze and assess
commercial SATCOM systems’ vulnerabili-
ties and make policy recommendations to
the President on how the Federal Govern-
ment should work with industry to mitigate
vulnerabilities to the satellite infrastructure.

History of NSTAC Actions
and Recommendations

The STF study complements past NSTAC
work in the area of commercial satellite
survivability (CSS), such as the studies

the NSTAC conducted in the 1980s on
satellite vulnerabilities. (See the Commer-
cial Satellite Survivability section in the
Previously Addressed Issues of this NSTAC
Issue Review.) The NSTAC IES CSS Task
Force assisted the National Communica-
tions System (NCS) by reviewing proposed
objectives and implementation initiatives of
the commercial SATCOM interconnectivity
architecture. The STF was established to:

» Review applicable documentation that
addresses the vulnerabilities of the
commercial satellite infrastructure

« Define potential policy changes
that have to be made to bring the
infrastructure into conformance
with a standard for mitigating
the vulnerabilities

» Consider Global Positioning
System timing capabilities during
the deliberations

» Coordinate this response with
representatives from the National
Communications System

» Draft a task force report with findings
and Presidential recommendations.

The STF engaged broad and active participa-
tion from representatives of NSTAC member
companies, non-NSTAC commercial satellite
owners and operators, commercial satellite
trade associations, Government agencies,
and technical experts.
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The task force examined all types of
commercial SATCOM systems, which include
fixed satellite service, broadcast satellite
service, mobile satellite service, and satellite
digital audio radio service. To understand
the vulnerabilities of SATCOM systems,

the STF compared the severity of potential
threats against the degree of susceptibility
of key elements in these services, including
the radio frequency links, ground segment,
cyber segment, and space segment.

The STF conducted two surveys to gain an
understanding of how Federal agencies use
commercial SATCOM systems and services
for NS/EP, as well as to document vulner-
abilities of infrastructure. The STF surveyed
14 Federal departments and agencies on
their use of commercial satellites and
services, backup communications plans, and
anticipated communications requirements.
The Satellite Industry Association surveyed
its member satellite operators to provide
voluntary self-assessments of the industry’s
vulnerabilities and mitigation techniques
currently used.

The Government survey revealed that
agencies do not fully optimize or protect
the satellite infrastructure. Civil agencies
have a shortage of in-house technical
expertise that can integrate satellite commu-
nications into their network architectures,
and agency procurement processes do not
allow them to compete effectively for com-
mercial SATCOM capacity. The industry
survey revealed that the satellite industry
has already taken steps to ensure that the
security of the infrastructure adequately
protects its commercial business interests.

The STF concluded its analysis of satellite
security in January 2004 and presented its
findings in the STF Report.

On the basis of its analysis and review of
related policy issues, the NSTAC offered the
following recommendations to the President:

» Direct the Assistant to the President
for National Security Affairs,
Assistant to the President for
Homeland Security, and Director,
Office of Science and Technology
Policy, to develop a national policy
with respect to the provisioning and
management of commercial
SATCOM services integral to NS/EP
communications, recognizing the
vital and unique capabilities com-
mercial satellites provide for global
military operations, diplomatic
missions, and homeland security
contingency support;

» Fund the Department of Homeland
Security to implement a commer-
cial SATCOM NS/EP improvement
program within the NCS to
procure and manage the non-
Department of Defense satellite
facilities and services necessary
to increase the robustness of
Government communications;

» Appoint several members to
represent service providers and
associations from all sectors of the
commercial satellite industry to the
NSTAC to increase satellite industry
involvement in NS/EP.

The STF concluded its activities upon NSTAC
approval of its report.

Report Issued

Satellite Task Force Report, March 2004.
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Satellite Task Force Membership

Co-Chair
Mr. Bob Britton,
Lockheed Martin Corporation

Co-Chair
Mr. William Reiner, The Boeing Company

Vice Chair
Mr. Peter Hadinger,
Northrop Grumman Corporation

BellSouth Corporation
Mr. Shawn Cochran

MCI, Inc.
Ms. Joan Grewe

Motorola, Inc.
Mr. Ben LaPointe

Qwest Communications
Mr. Jon Lofstedt

Raytheon Company
Mr. Alan Goldey

Rockwell Collins, Inc.
Mr. Ken Kato

Science Applications
International Corporation
Mr. Hank Kluepfel

SBC Communications, Inc.
Ms. Rosemary Leffler

Other Satellite Task Force Industry
and Nongovernmental Participants

The Aerospace Corporation
Mr. Richard Buenneke

The Boeing Company
Mr. Robert Steele

The George Washington University
Dr. Jack Oslund

Hughes Network Systems, Inc.
Mr. Amir Dehdasty

Inmarsat Limited
Mr. Jack Deasy

Inmarsat Limited
Mr. Robert Demers

Intelsat
Mr. Joe Jankowski

Intelsat
Mr. Michael Kelley

Lockheed Martin Corporation
Mr. Steve Adelmann

Lockheed Martin Corporation
Dr. Al Dayton

Loral Space & Communications Ltd.
Mr. Bob Berry

Loral Space & Communications Ltd.
Mr. D. D’Ambrosio

Loral Space & Communications Ltd.
Mr. John Stern

The MITRE Corporation
Dr. Edward Jacques

Mobile Satellite Ventures
Mr. Carson Agnew

Mobile Satellite Ventures
Mr. Brian Deobald

PanAmSat G2 Satellite Solutions
Mr. Don Brown

Satellite Industry Association
Mr. David Cavossa
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Satellite Industry Association
Mr. Richard Dalbello

SES Americom
Ms. Leslie Blaker

Spacenet Inc.
Mr. Pat Fagan

Verestar, Inc.
Ms. Kay Sears

Satellite Task Force
Government Participants

Defense Information Systems Agency
Mr. Richard Bourdon

Defense Information Systems Agency
Ms. Hillary Morgan

U.S. Department of Transportation
Ms. Hollace Twining

Federal Communications Commission
Ms. Linda Haller*

U.S. General Services Administration
Ms. Sabrina Crane

U.S. General Services Administration
Mr. Thomas Sellers

National Communications System
Mr. Dale Barr

National Communications System
Mr. Tom Falvey

National Communications System
Mr. Gabriel Martinez

National Security Space Architect

Lieutenant Commander R. Bronson Armstrong

Office of Science and Technology Policy
Mr. Mark LeBlanc

U.S. Strategic Command
Major Robert Licciardi

U.S. Strategic Command
Mr. Steven Shirley

Satellite Task Force Briefers

The Aerospace Corporation
Mr. Michael Ware

The Electromagnetic Pulse Commission
Dr. Michael Frankel

U.S. General Services Administration
Mr. David Jarrell

Institute of Defense Analyses
Dr. Edward Conrad

National Intelligence Council
Mr. John Gass

National Security Agency
Mr. Ronald Kidwell

Office of the Undersecretary of the Air Force

Lieutenant Colonel Timothy Deaver

* Ms. Haller provided only technical expertise to the STF efforts.
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Legislation and Regulation,
2000-2004

Investigation Groups

Legislative and Regulatory
Working Group (LRWG)

Legislative and Regulatory
Task Force (LRTF)

Period of Activity

LRWG: September 23, 1999—
February 14, 2001

LRTF: February 15, 2001-Present
Issue Background

Within the evolving telecommunications
marketplace and infrastructure, it is
important that legislative and regulatory
policies progress to ensure continued fulfill-
ment of national security and emergency
preparedness (NS/EP) requirements.
Therefore, the President’s National Security
Telecommunications Advisory Commit-

tee (NSTAC) monitors the regulatory
environment and various legislative and
regulatory activities that could impact NS/EP
services, operations, and communications.
For instance, barriers to information sharing
among industry and the Government
within the critical infrastructure protec-
tion (CIP) arena are of primary concern.
Consequently, the NSTAC focused on
analyzing Congressional activities aimed

at removing information sharing barriers
related to the Freedom of Information

Act (FOIA).

Furthermore, advances in network
technologies and the convergence of packet
and circuit switched networks challenge
industry and the Government to maintain
a secure, reliable network infrastructure in
support of NS/EP activities; and the NSTAC
seeks to ensure the regulatory environment
supports this objective. Also, in conjunction
with the establishment of the Department
of Homeland Security (DHS) and the
passage of the Critical Infrastructure Infor-
mation Act of 2002 (CII Act), the NSTAC
examined homeland security policies
relating to the protection of critical physical
and cyber infrastructures that support
NS/EP communications.

History of NSTAC Actions
and Recommendations

At NSTAC XXII, the Industry Executive
Subcommittee (IES) reported its intent to
examine the following legislative and
regulatory issues:

« Options for eliminating barriers to
information sharing for CIP

« Information sharing for critical
infrastructure protection (IS/CIP)
legal and regulatory issues pending
before Congress

« The definition of foreign ownership
within the telecommunications
industry and how it affects
NS/EP communications.

The IES also agreed to continue monitoring
the regulatory environment surrounding
network convergence for any impact on
NS/EP communications.
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During the NSTAC XXIII cycle, the Legislative
and Regulatory Working Group (LRWG)
addressed these issues and others at the
request of other NSTAC task forces.

The LRWG examined impediments to
information exchange, especially critical
infrastructure information sharing.

The group undertook an in-depth analysis
of FOIA, examining FOIA’s potential to
hinder industry information sharing with
the Government. In accordance with FOIA,
the public can request and gain access

to records maintained by Government
departments and agencies. Such potential
disclosure of data deters industry from
sharing information with the Government.
Although there are a number of exemptions
to FOIA’s requirements for disclosure of
information, none of the exemptions
clearly covers information pertaining to
critical infrastructure protection. The LRWG
met several times with Department of
Justice (DOJ) officials to exchange views
on perceived problems and potential

legal solutions. As a result of their delib-
erations, the LRWG agreed with DOJ
representatives on the need for a nondisclo-
sure provision to protect “security-related”
information voluntarily shared with

the Government. The LRWG shared its
analysis with the NSTAC’s Information
Sharing/Critical Infrastructure Protection
Task Force, which addressed the issue in its
May 2000 report to NSTAC XXIII.

In addition to analyzing FOIA, the LRWG
worked with the DOJ to examine antitrust
and liability issues as impediments to
information sharing between industry and
the Government.

The LRWG also examined foreign ownership
regulations and their impact on NS/EP.

The group examined domestic regulatory
history and analyzed several mergers and
acquisitions between domestic and foreign
telecommunications carriers. The group
found that the current regulatory structure
satisfied the different interests of the
industry and Government parties involved.
The LRWG concluded that it was unclear
whether further statutory or regulatory
changes would effectively enhance the

role of national security issues in foreign
ownership situations at that time. The LRWG
documented its findings in a working group
paper and shared its analysis with the
NSTAC’s Globalization Task Force, which
addressed the issue in its May 2000 report to
NSTAC XXIII.

At its February 15, 2001, meeting, the IES
approved the transition of the LRWG to a
standing body, the Legislative and Regula-
tory Task Force (LRTF). The LRTF agreed to
address the following tasks:

« Examine whether existing legal and
regulatory authority is adequate to
ensure NS/EP requirements will be
met in the converged and next gen-
eration network (NGN) environment

« Identify and address other legal and
regulatory issues related to conver-
gence, as appropriate

* Analyze IS/CIP legal and regulatory
issues pending before Congress
and the Administration and those,
if any, to be recommended for
NS/EP implications
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« Consider the legal issues discussed at
NSTAC Research and Development
Exchanges, including linked or third
party liability and new privacy legis-
lation and regulations

* Address legal and regulatory issues
affecting the other IES task forces at
their request.

During the NSTAC XXIV and XXV cycles,
addressing barriers to information sharing
such as FOIA, liability, and anti-trust con-
tinued to be an important topic. The LRTF
monitored pending FOIA legislation from
the 106th and 107th Congresses and heard
from Congressional staff on the status and
outlook of this legislation. The NSTAC

also participated in correspondence with
the President concerning information
sharing legislation. On August 7, 2000, the
NSTAC sent a letter to President Bill Clinton
asking him to support legislation that
would protect critical infrastructure
protection information voluntarily shared
with the Government from disclosure
under FOIA and limit liability. After the
NSTAC XXIV Meeting in June 2001, the
NSTAC acknowledged the continued
importance of the topic and resubmitted
the letter to President George W. Bush
asking him to support such legislation.

On September 26, 2001, President Bush
replied by noting that he supported a
narrowly drafted exception to FOIA to
protect information about corporations’
and other organizations’ vulnerabilities to
information warfare and malicious hacking.
In a December 17, 2001, letter to the
President, the NSTAC Chair encouraged the
President to continue to support information
sharing legislation.

The LRTF also examined whether the
current legal and regulatory environment
is adequate to ensure NS/EP services in
the converged and NGN environment and
produced a report offering an analysis

of the issue. The LRTF coordinated with
participants in the Government’s Conver-
gence Task Force, who discussed the status
of the Government’s work in the area of
network convergence and the assurance of
NS/EP communications services. The LRTF
concluded in its documentation that until
the standards for packet-based services
are established and the Government’s
requirements in the evolving environment
are certain, new legislation or regulation
is premature. The task force also stated
that the legal issues underlying the
provisioning of NS/EP priority services

to the Federal Government in an NGN
environment are extremely complex and
might require further study. The LRTF
shared its analysis with the NSTAC Network
Security/Vulnerability Assessment Task
Force (NS/VATF), which incorporated its
analysis into the NS/VATF’s March 2002
report to NSTAC XXV.

During the NSTAC XXVI cycle, the LRTF
examined existing legal penalties for
committing Internet attacks to determine
whether those penalties should be
strengthened or whether additional
penalties were needed. The LRTF drafted
a report, Penalties for Internet Attacks
and Cyber Crime, in which the NSTAC
concluded sufficient legal authority exists
to penalize and deter those who commit
cyber crimes. The LRTF also made
additional recommendations for pursuing
a well-rounded and proactive approach
to combating cyber crime. The LRTF
recommended the President:

11
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« Increase prosecution of cyber crime
at the State level and allot additional
funds to the States to better train
personnel to combat cyber crime

» Encourage Congress to ratify the
Council of Europe’s Convention
on Cyber Crime and implement
legislation to reimburse communi-
cations service providers for costs
incurred in responding to data
preservation requests

» Encourage other nations to adopt
policies and procedures to better
mitigate and respond to cyber crimes

» Encourage companies to implement
cyber security best practices.

In addition to addressing existing legal
penalties for committing Internet attacks,
the LRTF was tasked by the Wireless Task
Force to assess the legal and regulatory
aspects of the Federal Communications
Commission (FCC) Report & Order (R&O)
on Priority Access Service (PAS). The LRTF
reviewed the R&O and, after carefully
considering the merits of reopening the PAS
rule-making, it concluded that revisiting the
rules would be a lengthy process and doing
so could unintentionally slow the deploy-
ment of Wireless Priority Service (WPS).
As a result of its conclusion, the NSTAC
sent a letter to the President offering rec-
ommendations on how to facilitate the
widespread deployment of wireless PAS.

In the letter, the NSTAC commended the
FCC for adopting a Second R&O for PAS,
which indicates that carriers providing PAS
shall have liability immunity from Section
202 of the Communications Act.

The letter also states that the FCC and the
National Telecommunications and Infor-
mation Administration should accelerate
ongoing efforts to improve interoperabil-
ity among Federal, State, and local public
safety communications agencies. The letter
further encourages the Administration to
support full and adequate Federal funding
for wireless PAS.

The LRTF continued to examine information
sharing in the NSTAC XXVI and NSTAC
XXVII cycles. During these cycles, Congress
passed the Critical Infrastructure Informa-
tion Act of 2002 (CII Act), which provided
additional FOIA and liability protections

for companies that voluntarily share critical
infrastructure information with DHS.

After the CII Act was enacted, the LRTF
assessed whether additional informa-

tion sharing barriers remained and also
examined other legal and nonlegal barriers
for the purposes of homeland security.
During the NSTAC XXVII cycle, the LRTF
drafted a report, Barriers to Information
Sharing, in which it made a series of recom-
mendations for improving the exchange of
CII between industry and the Government
and for protecting CII that is voluntarily
provided to the Government by critical infra-
structure owners and operators. The LRTF
recommended the President direct the
appropriate departments and agencies, in
coordination with industry, to:

» Develop a process to resolve
multi-jurisdictional (Federal,
State, local) conflicts within the
appropriate boundaries of federal-
ism and national, homeland, and
economic security.
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*  Work with Congress to modify
the CII Act so that DHS is the
clearinghouse and dispenser of
CII information.

« Encourage Congress to extend
protection of the CII Act to cover
departments and agencies other than
DHS; and, if other agencies should
be designated as such, the NSTAC
recommends that they adopt the
same rules and procedures as DHS
for handling CII.

»  Work diligently with Congress
to ensure the CII Act’s FOIA
exemption and liability provisions
remain intact.

During the NSTAC XXVII cycle, the LRTF
also reviewed the policy landscape for
national policies and regulations that could
potentially conflict with homeland security
and NS/EP missions. More specifically, the
LRTF examined telecommunications policy
conflicts related to fuel storage, water sector
infrastructure, critical facilities markings,
jurisdictional conflicts, and common
underground facilities. The LRTF deter-
mined that policy conflicts existed, and that
they were mainly the result of overlapping
and contradictory policies and regulations
at the Federal, State, and local levels.

On October 16, 2003, the NSTAC sent a
letter to President George W. Bush recom-
mending that he ask the Homeland Security
Council, the National Security Council,

and Federal departments and executive
agencies, including independent agencies,
to do the following:

» Evaluate proposed policies and
regulations to ensure that homeland
security and NS/EP implications
have been consolidated

» Complete a review of existing
policies and regulations for potential
cross-sector conflicts with homeland
security and NS/EP priorities and
work with DHS to promptly resolve
any identified conflicts

* Implement a framework to resolve
multi-jurisdictional (Federal, State,
and local) conflicts and, if necessary,
recommend an appropriate legisla-
tive resolution.

During the NSTAC XXVII cycle, the LRTF
began to address concerns that terrorists or
politically motivated adversaries could easily
access sensitive information, such as the
location of critical telecommunications facili-
ties, on the Internet and use this information
to plan an attack on the Nation’s telecommu-
nications infrastructure. During the NSTAC
XXVIII cycle, the LRTF will continue to
evaluate the national and homeland security
implications of critical infrastructure data
that is openly accessible on the Web sites of
Federal departments and agencies. It also
will continue to review Federal departments’
and agencies’ policies and practices for
posting critical infrastructure information to
the Internet.

On an ongoing basis, the LRTF continues to
track and monitor the legislative and regu-
latory activities that could impact NS/EP
services, operations, and communications.
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Actions Resulting from
NSTAC Recommendations

In the Barriers to Information Sharing
report, the NSTAC advised the President
that DHS should be the clearinghouse

and dispenser of CII information and that
CII Act protections should cover depart-
ments and agencies other than DHS. In a
related action, on February 18, 2004, DHS
launched the Protected Critical Infrastruc-
ture Information (PCII) Program, pursuant
to the CII Act. The PCII Program Office (PO)
is located within the DHS Information
Analysis and Infrastructure Protection
Directorate and serves as the clearinghouse
and dispenser of CII. The PCII Program
will be implemented in three phases.

In phase three, the PCII PO will be able to
disseminate CII to other Federal, State, and
local Governments. However, each receiving
entity must first obtain accreditation from
the PCII PO and comply with PCII PO
requirements and objectives.

Also, in an October 28, 2003, letter to the
NSTAC, the Assistant to the President for
Homeland Security wrote that the staff of
the Executive Office of the President had
been asked to convene a meeting with the
other White House stakeholders to review
the recommendations in the NSTAC’s policy
conflict letter and “analyze their impact to
NS/EP communications.”

Reports Issued

e Letter to President Bill Clinton on
Protection of Critical Infrastructure
Information, August 7, 2000

»  Letter to President George W. Bush on
Protection of Critical Infrastructure
Information, June 2001

*  Penalties for Internet Attacks and
Cyber Crime, April 2003

*  Barriers to Information Sharing,
September 2003

» Letter to President George W. Bush on
National Policies and Regulations that
Conflict with Homeland Security and
NS/EP Missions, October 16, 2003

Legislative and Regulatory
Task Force Membership

Chair
Ms. Louise Tucker,
Telcordia Technologies, Inc.*

Vice Chair
Mr. Gerald Harvey,
Lockheed Martin Corporation

AT&T
Mr. Harry Underhill

BellSouth Corporation
Mr. David Barron

The Boeing Company
Mr. Robert Steele

Computer Sciences Corporation
Mr. Guy Copeland

MCI, Inc.
Mr. Dennis Guard

Microsoft Corporation
Mr. Bill Guidera

* Telcordia Technologies, Inc. is a wholly owned subsidiary of SAIC, which is a member of the NSTAC.
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Nortel Networks Limited
Mr. Ray Strassburger

Northrop Grumman Corporation
Mr. Tim Nagle

Qwest Communications
Mr. Jon Lofstedt

Rockwell Collins, Inc.
Mr. Ken Kato

SBC Communications, Inc.
Ms. Rosemary Leffler

Sprint Corporation
Mr. Michael Fingerhut

VeriSign, Inc.
Mr. Michael Aisenberg

Verizon Communications
Mr. James Bean

Other Legislative and Regulatory
Task Force Industry Participants

Bank of America, Inc.
Mr. John Huffstutler

BellSouth Corporation
Ms. Cristin Flynn

BellSouth Corporation
Mr. Lloyd Nault

Cellular Telecommunications
& Internet Association
Ms. Kathryn Condello

The George Washington University
Dr. Jack Oslund

Lockheed Martin Corporation
Mr. Larry Duncan

Microsoft Corporation
Mr. Scott Forbes

Qwest Communications
Mr. Tom Snee

Science Applications
International Corporation
Mr. Hank Kluepfel

Sprint Corporation
Mr. John Stagowski

United States
Telecommunications Association
Mr. David Kanupke

Verizon Communications
Ms. Ernie Gormsen

Verizon Communications
Mr. Lowell Thomas

Legislative and Regulatory
Task Force Briefers

BellSouth Corporation
Mr. Doug Langley

Federal Communications Commission
Mr. Jim Dailey

Legislative and Regulatory Task Force
Government Participants

Defense Information Systems Agency
Ms. Hillary Morgan

U.S. Department of Energy
Mr. John Greenhill
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Research & Development (R&D)

Investigation Groups
» Network Security Task Force (NSTF)
* Network Security Group (NSG)

* Network Group (NG), Intrusion
Detection Subgroup (IDSG)

* Research and Development
Exchange Task Force (RDXTF)

* Research and Development Task
Force (RDTF)

Period of Activity

* NSTF: February 21, 1990-
August 26, 1992

* NSG: December 1994-April 1997

* NG, IDS: April 22, 1997-
September 23, 1999

. RDXTF: July 18, 2000-July 29, 2003
* RDTF: July 29, 2003—-Present
Issue Background

Periodically, the President’s National
Security Telecommunications Advisory Com-
mittee (NSTAC) conducts a Research and
Development Exchange (RDX) Workshop.
The broad purpose of the Workshop is to
stimulate and facilitate a dialogue among
industry, the Government, and academia on
emerging security technology research and
development (R&D) activities that have the
potential to affect the national security and

emergency preparedness (NS/EP) posture of

the Nation, whether positively or negatively.

To ensure inclusion of all stakeholders in
the R&D community, the NSTAC has tra-
ditionally invited representatives from a
broad number of private sector companies,
academic institutions, and key Government
agencies with NS/EP and/or R&D respon-
sibilities, such as the Office of Science and
Technology Policy (OSTP), the Defense
Advanced Research Projects Administra-
tion (DARPA), and the National Institute
of Standards and Technology (NIST).
During the course of the Workshop, partici-
pants endeavor to frame key policy issues;
identify and characterize barriers and
impediments inhibiting R&D; discuss how
stakeholders can cooperate and coordinate
efforts as the communities of interest shift;
and develop specific, clear, realistic, and
actionable recommendations for actions by
key stakeholders and decision makers.

The roots of the RDX Workshop date back to
1990, when the growing number of hacker

incidents led to the formation of the NSTAC’s

Network Security Task Force (NSTF).

The task force’s purpose was to assess the
threats to, and vulnerabilities of, the public
switched telephone network, and a key
component of the task force’s work included
examining R&D issues related to security
with a particular emphasis on improving
commercially applicable tools.

In mid-1991, the NSTF identified six areas
in which R&D on commercially applicable
security tools was needed and asked the
Government to share information about its
R&D efforts in those areas.
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The subsequent briefings provided by
representatives of the National Security
Agency and NIST to the NSTAC, which con-
stituted the NSTAC’s first RDX Workshop,
demonstrated that the Government already
had R&D efforts under way in all of

those areas.

NSTAC R&D activities gained momentum
in March 1996, when the NSTAC’s Industry
Executive Subcommittee (IES) determined
that it would again be useful to address
network security R&D issues and charged
the NSG with facilitating a seminar for
industry and Government participants to
discuss network security R&D activities
and issues. The purpose of the seminar
was threefold: (1) encourage a common
understanding of network security
problems affecting NS/EP telecommunica-
tions; (2) identify R&D activities in
progress to address those problems; and
(3) define additional network security R&D
activities needed.

The NSG specified four areas of interest

for further investigation—authentica-

tion, intrusion detection, integrity, and
access control—and conducted the second
RDX Workshop on September 18, 1996.
Because the objective was to facilitate
meaningful discussion among participants,
participation at the Workshop was limited
to 50 people representing 15 companies and
11 Government organizations, including one
federally funded R&D center. The NSTAC
limited industry representation to NSTAC
member companies.

In 1997, in response to a number of stimuli,
including the recommendations from the
1996 RDX Workshop, the Network Group’s
(formerly the NSG) IDSG conducted a study
of intrusion detection technology R&D

and analyzed it in terms of meeting

NS/EP requirements. The IDSG made four
recommendations to the President, including
the need to increase R&D funding for
control systems of critical infrastructures
and to encourage cooperative develop-
ment programs to maximize the use of
existing R&D resources in industry, the
Government, and academia. The task force’s
recommendations reinforced previous
NSTAC recommendations to examine the
need for, and feasibility of, collaborative
R&D approaches for security technology.
Those recommendations also provided

the basis for the concept of the third RDX
Workshop, Enhancing Network Security
Technology: R&D Collaboration, held in
October 1998 at Purdue University’s Center
for Education and Research in Information
Assurance (IA) and Security to examine
collaborative approaches to security
technology R&D. The participants, which
for the first time included members of the
academic community, also discussed the
need for training more information tech-
nology (IT) security professionals, creating
large-scale testbeds to test security products
and solutions, and promoting the creation of
IA Centers of Excellence in academia.
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Deliberations at the RDX Workshop at
Purdue University resulted in several
findings and recommendations for future
industry, Government, and academia
work, as well as three recommenda-

tions for future NSTAC consideration,
including the need to “conduct another
R&D Exchange [Workshop] in the spring of
2000 to continue the dialogue on the long-
term issues associated with infrastructure
assurance and network security,” such as
new threats and convergence. The third
NSTAC RDX Workshop also provided the
model for all future workshops.

At the University of Tulsa in September
2000, participants at the NSTAC’s fourth
RDX Workshop examined issues of transpar-
ent security in a converged and distributed
network environment and discussed the
need to address the shortage of qualified
information security professionals, expand
the number of universities participating in
the IA Centers of Excellence program, and
promote best practices, standards, and pro-
tection profiles to enhance the security of
the next generation network. Findings and
recommendations from the Workshop
included the establishment of NSTAC

task forces to address standards and best
practices for network security.

The NSTAC’s fifth and most recent
Workshop—held in March 2003 at the
Georgia Technology Information Security
Center (GTISC) at the Georgia Institute of
Technology in Atlanta, Georgia—explored
the full range of telecommunications and
information systems trustworthiness
issues as they pertained to NS/EP
telecommunications systems.

Specifically, the event examined
trustworthiness from four different per-
spectives: cyber and software security,
physical security, integration issues, and
human factors. From this event, the NSTAC
developed seven specific findings, including
the need to clearly define the term NS/EP
in a post-September 11, 2001, world char-
acterized by a rapidly changing technology
and threat environment and the need for

a large-scale testbed that could be used as
an environment to test NS/EP systems and
critical infrastructures.

To directly address the findings from the
2003 RDX Workshop during the NSTAC
XXVII cycle, the RDTF developed a “living”
discussion paper providing the back-

ground for the policy components of the
evolving definition of NS/EP. The RDTF also
examined several large-scale public and
private testbeds, reviewing their capacity to
test the telecommunications and information
systems infrastructures for NS/EP purposes.
The task force formulated recommenda-
tions for a joint industry, Government, and
academia large-scale pilot testbed that
could advance the current state of NS/EP
integration activities.

Currently, the RDTF is preparing for its
next scheduled RDX Workshop in October
2004 in Monterrey, California. The 2004
RDX Workshop will reconsider the issues
addressed at the fifth RDX Workshop in
Atlanta, Georgia, examining progress made
in the areas identified.
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History of NSTAC Actions
and Recommendations

Following the 2003 RDX Workshop in
Atlanta, Georgia, the NSTAC provided

the Director, OSTP with policy advice on
specific areas of security technology R&D
that should be taken into account when
providing input to the President’s fiscal
year 2004 budget request. In addition, the
RDTF provided its NS/EP Definition Discus-
sion Paper to the Executive Office of the
President to utilize in ongoing discussions
on NS/EP communications.

Reports/Proceedings Issued

*  Network Security Research and
Development Exchange Proceedings,
September 1996

* Report on the NS/EP Implications
of Intrusion Detection Technology
Research and Development,
December 1997

* Research and Development Exchange
Proceedings: Enhancing Network
Security Technology R&D Collabora-
tion, October 20-21, 1998

* Research and Development Exchange
Proceedings, Transparent Security
in a Converged and Distributed
Network Environment,

September 28-29, 2000

* Research and Development Exchange
Proceedings, R&D Issues to Ensure
Trustworthiness in Telecommunica-
tions and Information Systems that
Directly or Indirectly Impact National
Security and Emergency Preparedness,
March 13-14, 2003

* NS/EP Definition Discussion Paper,
April 2004

Research and Development
Task Force Membership

Chair
Mr. Guy Copeland,
Computer Sciences Corporation

Co-Vice Chair
Dr. Jack Edwards, Nortel Networks Limited

Co-Vice Chair
Mr. Hank Kluepfel, Science Applications
International Corporation

The Boeing Company
Mr. Robert Steele

Lockheed Martin Corporation
Mr. Gerald Harvey

Lucent Technologies
Mr. Frank Cantarelli

Motorola, Inc.
Mr. Ben La Pointe

Microsoft Corporation
Mr. Theodore Tanner

Qwest Communications
Mr. Jon Loftstedt

Raytheon Company
Mr. Frank Newell

SBC Communications, Inc.
Ms. Rosemary Leffler

VeriSign, Inc.
Mr. Mark Kosters

Verizon Communications
Mr. James Bean
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Other Research and Development
Task Force Participants

U.S. Department of Homeland Security,
Science and Technology Directorate
Dr. Simon Szykman

Georgia Institute of Technology
Dr. Seymour Goodman
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Network Security
Investigation Groups

Internet Security/Architecture
Task Force (ISATF)

Operations, Administration, Maintenance,
and Provisioning (OAM&P) Standard
Working Group

Periods of Activity
ISATF: April 2002-April 2003

OAM&P Working Group: February 2003—
August 2003

Issue Background

During the NSTAC XXVI cycle (March
2002-April 2003), the Industry Executive
Subcommittee (IES) created the Internet
Security/Architecture Task Force (ISATF) to
study such issues as identifying pervasive
software/protocols and defining the “edge”
elements of the Internet.

In 2002, the NSTAC’s Network Security
Information Exchange (NSIE) and the
Government NSIE established the Security
Requirements Working Group (SRWG)

to examine the security requirements for
controlling access to the public switched
network, in particular with respect to the
emerging next generation network.
Members of the SRWG, representing a
cross-section of telecommunications
carriers and vendors, developed an initial
list of security requirements that would
allow vendors, Government departments
and agencies, and service providers to
implement a secure telecommunications
network management infrastructure.

This initial list of security requirements
was developed as a consensus document
and submitted as a contribution to the
Alliance for Telecommunications Industry
Solutions (ATIS) Committee T1—Tele-
communications, Working Group T1M1.5
OAM&P Architecture, Interface and
Protocols for consideration as a standard.

Representatives from T1M1.5, the NSTAC
NSIE, the Government NSIE, and T1M1
liaison organizations further refined

the initial document and developed the
standard, entitled Operations, Administra-
tion, Maintenance, and Provisioning Security
Requirements for the Public Telecommu-
nications Network: A Baseline of Security
Requirements for the Management Plane.
Committee T1 approved the standard
(T1.276-2003) in July 2003.

During the NSTAC XXVII cycle (May
2003-May 2004), the IES created the Opera-
tions, Administration, Maintenance, and
Provisioning (OAM&P) Standard Working
Group to further examine the standard and
develop conclusions and recommendations
for action.

History of NSTAC Actions
and Recommendations

Following the NSTAC XXV Meeting on
March 13, 2002, the IES turned to network
and Internet security issues. At the meeting,
the Special Advisor to the President for
Cyberspace Security discussed the serious
threats posed by vulnerabilities within

the Domain Name Servers and the Border
Gateway Protocol.
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In response to these concerns, the IES
created the ISATF to provide recommenda-
tions to the President on how to identify
and remedy vulnerabilities in pervasive
software/protocols, define the “edge”
elements of the Internet, and determine
ways that the NSTAC could integrate its
efforts to define and monitor significant
critical infrastructures supporting the
Internet with other industry activities.

In its First Steps in Identifying and Reme-
diating Vulnerabilities in Pervasive
Software/Protocols report, the ISATF
analyzed five stages relevant to identifying
and remediating vulnerabilities in pervasive
software and protocols: prevention,
detection, information sharing, analysis,
and correction. In the area of preven-

tion, the task force advocated aggressive
public-private research and development
activities and cited the need to develop
adequate alerting and warning systems

to continue to support the operations of
information sharing and analysis centers.
The task force also identified barriers to the
effective detection of vulnerabilities, such
as the myriad number of forums devoted

to detection and the lack of standardiza-
tion in reporting procedures. Third, the
task force emphasized that significant
barriers to information sharing exist, such
as the Freedom of Information Act (FOIA)
and liability concerns, and advocated the
creation of legislation that would ease the
sharing of critical information. The ISATF
also concluded that the analysis functions
within industry that detect and publish vul-
nerabilities appear to be adequate, but the
Government may find some benefit in better
leveraging available synergies by consolidat-
ing Government-funded analysis centers
where appropriate.

Finally, the task force observed that while
many organizations are successfully cor-
recting and remediating vulnerabilities,

a streamlined method for disseminating
expeditiously corrected information to the
telecommunications and Internet service
provider (ISP) communities is not utilized.

The ISATF recommended that the President
direct the appropriate departments and
agencies, in coordination with industry, to:

¢ Consolidate Government-funded watch
center operations of agencies and depart-
ments dedicated to the detection and
dissemination of information
related to Internet vulnerabilities into
one organization to create a more
efficient and effective collaborative
industry/Government information
sharing partnership

e Establish a lead organization within the
Department of Homeland Security to
coordinate with industry, a process for
warnings, notification, coordination, and
remediation of widespread problems in a
national emergency

e Recognize the need to involve all
aspects of the Internet in the process of
identifying significant vulnerabilities,
including the Web hosting, network
access provider (NAP), backbone, and
ISP communities

e Fund efforts related to identifying
and mitigating vulnerabilities in the
most critical protocols or software
relied upon within key sectors of the
Nation’s infrastructure
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e Promote and support legislation to
address FOIA, antitrust, and
liability concerns regarding infor-
mation shared by industry for the
purposes of critical infrastructure
protection (CIP).

Additionally, the ISATF made other recom-
mendations focused on developing a process
for the Internet community, both private
and public, to share information within the
component communities, and within the
larger telecommunications and Internet
infrastructure context.

During the NSTAC XXV Meeting, concern
was also expressed over the ability to defend
the Internet by protecting the edges of the
Internet against attack or exploitation.

In response to these concerns, the IES
tasked the ISATF to provide guidance on
how to define the edge of the Internet.

Through detailed analysis, the ISATF
determined that because the Internet is

not a single network but a network of
interconnected networks, there is no single
definition of the edge as the definition
depends on perspective. The ISATF also
noted that there are many different ways

to define the edge that include, but are not
limited to the following: all systems that
contain IP addresses that do not route IP
packets; the composition of information
systems; and zones of responsibility for
network operators versus end users.

In addition, the group noted that emphasis
should be placed not on defining the edge of
the Internet but on defending the Internet as
the adoption of a single definition of the edge
could prevent critical security precautions
from being addressed in other areas.

The ISTAF recommended to the
President that:

e The Government should continue its
work to identify the critical NS/EP
missions and functions support-
ing those missions that rely on the
Internet and encourage the parties
responsible for those missions to
ensure that they are adequately
protected through redundancy and
alternative capabilities.

e Industry, standards bodies, software
vendors, equipment vendors, network
operators, and end users of all
products and services that make
up the Internet should ensure that
these products have built-in baseline
security features and that these capa-
bilities are appropriately configured
and kept up-to-date.

e The Government should work
with Internet security experts
and standards bodies to develop a
standard set of “key warnings and
indicators” that all service providers
can use as a baseline to measure
security threats.

The NSTAC’s OAM&P Working Group rec-
ognized that Executive Orders, Presidential
directives, and Presidential commissions
have specified infrastructures as national
assets that are critical to the defense and
economic security of the United States.
Telecommunications is one of these

critical infrastructures. Security for the
network management functions controlling
this infrastructure is essential.
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Many standards for network management
security exist; however, compliance is low
and implementations are inconsistent across
the various telecommunications equipment
and software providers.

In addition, service providers are specifying
similar but different requirements for
products, which results in inconsistent
vendor feature sets and potentially higher
costs for vendors. Finally, as the telecommu-
nications industry transitions to a converged
network environment, new security chal-
lenges are introduced, and threats in the
public network now become threats in the
management and control planes.

Previous NSIE security assessments of the
public network have also documented the
management plane’s vulnerabilities and
susceptibility to intruder attacks. Because an
increasing number of networks are closely
tied to intranets, these networks are sus-
ceptible to hacker threats. Furthermore, the
lack of standards to address this issue
enables intruders to penetrate vulner-
abilities and further deteriorate the
telecommunications networks. Therefore, an
urgent need exists for this baseline standard
to provide much-needed security mecha-
nisms for telecommunications carriers and
vendors to implement.

The OAM&P Standard Working Group
reviewed T1.276-2003 and concluded that
the current standard addresses only one
aspect (i.e., the management plane) of an
overall end-to-end security solution.

T1.276-2003 addresses security for network
element, management system, and element
management system equipment only;

it does not specifically address security

for other equipment, such as customer
premises equipment. Separate and apart
from the T1.276-2003 requirements, the
current standard assumes that effective
hardware and software controls provided by
the operating system (OS) protect the data
and resources being managed.

In addition, the OAM&P Standard Working
Group recommended to the President that:

e The National Institute of Standards
and Technology (NIST) review the
T1.276-2003 standard. If a review
finds a conflict between the T1.276-
2003 standard and existing Federal
Information Processing Standards
and NIST publications, NIST should
make these conflicts known to the
appropriate standards bodies.

e Federal departments and agencies be
encouraged to use the T1.276-2003
standard in requests for proposals,
as appropriate.

e Through the Department of
Homeland Security (DHS),
encourage other infrastructures to
consider the elements of the T1.276-
2003 standard as a baseline for
security requirements and adapt
appropriate requirements for their
respective infrastructure.
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Actions Resulting from
NSTAC Recommendations

DHS created the Information Analysis and
Infrastructure Protection Directorate to
identify and assess intelligence informa-
tion concerning threats to the United States,
issue warnings, and take preventative and
protective action against those threats.

The watch center capabilities of several
Federal Government agencies were also
consolidated within DHS.

The Homeland Security Act of 2002 included
a provision (section 214) establishing the
protection of voluntarily shared critical
infrastructure information. The National
Cyber Security Partnership (NCSP) Task
Force 4, Working Group 5 designated a
liaison to work with TIM1 as they explore
technical standards and Common Criteria.
T1.276-2003 will be one of the many
standards that will be considered as the
NCSP works to secure cyberspace.

In addition, the International Telecommuni-
cation Union is developing an international
standard based on the requirements
outlined in T1.276-2003.

Reports Issued:

e First Steps in Identifying and Reme-
diating Vulnerabilities in Pervasive
Software/Protocols, April 2003.

e Defining the Edge of the Internet,
June 2003.

e Operations, Administration, Main-
tenance, and Provisioning (OAM&P)
Security Requirements for the Public
Telecommunications Network: A
Baseline of Security Requirements for
the Management Plane, August 2003

Operations, Administration,
Maintenance, and Provisioning
Standard Working Group Membership

Chair
Dr. Jack Edwards, Nortel Networks Limited

Cellular Telecommunications
& Internet Association
Ms. Kathryn Condello

Lucent Technologies
Ms. Anne Frantzen

Microsoft Corporation
Mr. Philip Reitinger

Raytheon Company
Mr. Vernon Joyner

SBC Communications, Inc.
Mr. Jonathan Boynton

Science Applications
International Corporation
Mr. Hank Kluepfel

Other Operations, Administration,
Maintenance, and Provisioning
Standard Working Group Participants

Cellular Telecommunications
& Internet Association
Mr. Rick Kemper

National Institute of Standards
and Technology
Mr. Rick Kuhn
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Previously Addressed Issues

Wireless Services
(Including Priority Services)

Investigation Groups

Wireless/Low-Bit-Rate Digital Services
Task Force (W/LBRDSTF)

Wireless Services Task Force (WSTF)

Legislative and Regulatory
Task Force (LRTF)

Wireless Task Force (WTF)

Periods of Activity

W/LBRDSTF: March 1991-October 1991
WSTF: December 1991-September 1995
LRTF: February 2001-Present

WTEF: April 2002-January 2003

Issue Background

At its March 15, 1991, meeting, the
President’s National Security Telecommu-
nications Advisory Committee’s (NSTAC)
Industry Executive Subcommittee (IES)
established the Wireless/Low-Bit-Rate
Digital Services Task Force (W/LBRDSTF)
to address Office of the Manager, National
Communications System (OMNCS) concerns
about the possible adverse effects of
developments in the rapidly evolving
wireless telecommunications sector that
would impact the public switched
network’s ability to handle secure voice
and data communications.

The OMNCS recommended that the task
force’s charge be to: (1) define the scope

of the issues regarding wireless services,

and (2) advise the Government on how to
minimize any adverse effects of emerging
digital mobile communications standards
and technologies on mobile national security
and emergency preparedness (NS/EP) users.

On October 3, 1991, in its final NSTAC XIII
report, the W/LBRDSTF concluded that

no Government organization existed for
defining NS/EP requirements for wireless
digital communications. In addition, the task
force determined that compatibility problems
existed between certain existing and
developing voice/data devices (for example,
secure telephone unit [STU]-III analog) and
the emerging digital wireless network.
Based on the task force’s report, the

NSTAC recommended that the Government
determine the appropriate organization

to address and monitor wireless digital
interface issues. Accordingly, the
Government tasked the OMNCS Wireless
Services Program Office (WSPO) with

the responsibility.

In December 1991, following the estab-
lishment of the WSPO, the IES approved
the establishment of a follow-on Wireless
Services Task Force (WSTF). The IES
tasked the WSTF to provide an industry
perspective to the WSPO and to assist in
developing a plan of action for address-
ing NS/EP wireless issues. This included
identifying Government requirements
and developing a white paper to support
standards activities.
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The IES also instructed the task force to
continue its investigation into wireless
services supporting NS/EP. To that end, the
task force surveyed the evolving wireless
services environment and identified and
assessed candidate solutions that would
ensure interoperability and connectiv-

ity among wireless services and between
wireless and non-wireless systems.

The WSTF, in conjunction with the OMNCS
WSPO and the Federal Wireless Users
Forum, addressed methods for incorporating
priority access into wireless systems for
NS/EP use. In addition, they determined

the potential for emerging wireless
technologies to complement existing
communications support in the Federal
Response Plan (FRP) Emergency Support
Function (ESF) #2 (Communications).

The WSTF established the Cellular Priority
Access Service (CPAS) subgroup in July
1994 to investigate technical, administra-
tive, and regulatory issues associated with
the deployment of a nationwide priority
access capability for NS/EP cellular users.

On March 2, 1995, the IES instructed

the WSTF to determine the NS/EP implica-
tions of, and scope the future task force
involvement in, wireless technologies.
These technologies include land mobile
radio/specialized mobile radio, mobile
satellite services, personal communications
services, and mobile wireless access to
data networks.

At its September 22, 1995, meeting, the
IES placed the WSTF on standby status
until needed by the Government. At that
meeting, the IES also voted to place the
CPAS subgroup under the direction of the
NS/EP group.

Since then, the subgroup has assisted in
developing CPAS forms and a manual for the
administration of CPAS. Additionally, the
subgroup monitored the development and
modifications of standards and regulatory
issues relevant to CPAS, which is now referred
to as Wireless Priority Service (WPS).

The NSTAC revisited WPS issues during
the NSTAC XXVI cycle (March 2002—
April 2003). After scoping current wireless
issues related to NS/EP users, the IES
formed the Wireless Task Force (WTF) to
study issues relating to the ubiquitous rollout
of WPS at its April 18, 2002, meeting.

In addition to analyzing the impediments
to the ubiquitous rollout of WPS, the IES
detailed the task force to study how WPS
can be promoted publicly and explore non-
device specific and secure solutions for
deploying WPS.

History of NSTAC Actions
and Recommendations

At the October 3, 1991, NSTAC XIII
Meeting, the NSTAC approved the
following W/LBRDSTF recommendations
to the President:

e The Government should establish
a focal point, supported by the
National Security Agency (NSA)
and the National Institute of
Standards and Technology (NIST),
to address and monitor wireless
digital interface issues

e The Government should formulate
policies at a high level to ensure
that all wireless digital service
acquisition activities take NS/EP
needs into account.
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The NSTAC reconvened the task force
following the establishment of the WSPO.

At the March 4, 1994, NSTAC XVI Meeting,
the NSTAC approved the WSTF report and
forwarded recommendations to the
Government on pursuing implementation
of a single, nationwide priority access
capability for NS/EP users and expanding
the FRP ESF#2 planning process to make
more effective use of wireless technologies
and services.

At the NSTAC XVII Meeting, held on
January 12, 1995, the task force reported on
its activities in the areas of wireless interop-
erability and cellular priority access.

At the NSTAC XVIII Meeting, the WSTF
presented its task force report and recom-
mendations on the NS/EP implications

of land mobile radio/specialized mobile
radio, mobile satellite services, personal
communications services, and wireless data
to the President. The report had several
recommendations related to the Govern-
ment continuing to actively exploit
emerging technologies in support of NS/EP
activities by working at the international,
Federal, State, and local levels in defining
wireless requirements.

Additionally, the subgroup submitted the
Cellular Priority Access Services Subgroup
Report, which recommended the Govern-
ment continue to gain a consensus on CPAS
regulatory, administrative, and technical
issues to finalize a comprehensive CPAS
implementation strategy.

At the NSTAC XXV Executive Breakfast on
March 13, 2002, Senator Robert Bennett
(R-UT) requested that the NSTAC revisit the
issue of WPS and further examine obstacles
to the ubiquitous rollout of WPS. In response
to this charge, the NSTAC tasked the WTF
with assessing the issues related to the
ubiquitous deployment of WPS.

The WTF closely monitored the deployment
of WPS, noting that the ubiquitous
deployment of the program had not been
achieved for a variety of operational,
technical, funding, and regulatory reasons.
WTF members agreed that the ubiquitous,
nationwide deployment of WPS would

be achieved through the inclusion of all
wireless technologies in the solution set,
satellite back-up capabilities, and the partici-
pation of large and small wireless carriers.
Members also cited inadequate Govern-
ment funding, lack of liability protection for
carriers, and technological limitations as
additional impediments to the ubiquitous
rollout of WPS. Lastly, the WTF determined
the need for an effective WPS outreach
campaign to State and local Governments,
smaller wireless carriers, private sector
critical infrastructure protection providers,
and the general public. Providing these
entities with timely and accurate informa-
tion would dispel misconceptions regarding
the WPS program and facilitate the inclusion
of WPS in various NS/EP homeland security,
contingency, and disaster recovery plans.

As a result of this analysis, the NSTAC
offered the following recommendations to
the President:
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Encourage the development of WPS
solutions for all wireless technologies
(e.g., cellular/personal communi-
cations service, third generation
networks, paging, and other wireless
data services) to maximize WPS
coverage, increase ubiquity, and give
NS/EP users the flexibility to handle
a variety of emergencies and disasters

Reaffirm that the Federal Com-
munications Commission’s (FCC)
Second Report and Order (R&O)

on Priority Access Service (PAS)
does extend liability protection to
wireless priority solution providers
equivalent to liability protection
found in wireline priority communi-
cations programs

Encourage and support adequate
funding for the development and
deployment of a multi-technology
and multi-carrier WPS program,
including a satellite backup capabil-
ity to continue through WPS full
operational capability and later
generations and integration with the
Government Emergency Telecommu-
nications Service (GETS)

Direct the appropriate departments
and agencies to conduct outreach
and educational campaigns regard-
ing WPS and its role in homeland
security, specifically targeting:

— State and local Governments—
Emphasizing the role of WPS
in homeland security and the
importance of expediting zoning
and siting requests from wireless
carriers, including the use of
Government sites and buildings,
to increase WPS coverage
and ubiquity

— Smaller carriers—Educating
them on WPS and encouraging
their involvement in the program

— Private sector critical infrastruc-
ture providers—Facilitating
greater awareness of the WPS
program and enabling improved
contingency and disaster
recovery programs

— The general public—
Detailing the benefits WPS
provides for public safety and
homeland security

Direct the National Communications
System (NCS), Government agencies
and departments, and organizations
with NS/EP missions to implement
proactive policies regarding the
implementation and use of the WPS
program, including:

— Stockpiling WPS-enabled phones
for large-scale distribution to
NS/EP users during emergencies

— Monitoring WPS usage following
distribution of WPS handsets to
protect against fraud and abuse
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— Developing a WPS directory
assistance function, enabling
NS/EP users to locate one
another during emergencies.

e Direct the NCS and Government
agencies and departments involved
in WPS planning and program man-
agement to address the technical
limitations of wireless and other
network technologies that may have
a negative impact on the assurance,
reliability, and availability of an
end-to-end WPS solution. These limi-
tations include but are not limited to:

Insufficient commercial capacity
available to support NS/EP users

— Technical infeasibility of
offering wireless priority at the
network egress within the initial
operating capability time frame

— Processing limitations of
Signaling System 7 (SS7) during
periods of congestion

— Security vulnerabilities resulting
from the convergence of voice
and data networks and the SS7

— Challenges associated with the
integration of GETS with WPS.

In addition, the WTF worked jointly with the
Legislative and Regulatory Task Force (LRTF)
to assess the legal and regulatory concerns
with WPS during the NSTAC XXVI cycle.
Specifically, they addressed whether the

FCC should revise the Second R&O for PAS.
The NSTAC reviewed the R&O and, on
January 22, 2003, sent a letter to the
President offering recommendations on PAS.

In the letter, the NSTAC commended the
FCC for adopting a Second R&O for PAS,
which indicates that carriers providing
PAS shall have liability immunity from
Section 202 of the Communications Act;
states that the FCC and the National
Telecommunications and Information
Administration (NTIA) should accelerate
ongoing efforts to improve interoperability
between Federal, State, and local public
safety communications agencies; and
encourages the Administration to support
full and adequate Federal funding for PAS.

Actions Resulting from
NSTAC Recommendations

A Memorandum of Understanding estab-
lished the WSPO as the Government focal
point within the OMNCS Technology and
Standards Division (now the OMNCS
Technology and Programs Division), with

full-time participation from NSA and NIST.

On October 19, 1995, the OMNCS, through
the WSPO, submitted a CPAS Petition for
Rulemaking to the FCC to authorize the
nationwide CPAS service. After two years
of soliciting comments from industry on
the CPAS Petition for Rulemaking, the

FCC adopted the First R&O for PAS on
August 6, 1998.

The OMNCS worked on CPAS implemen-
tation through four parallel approaches:
modifying cellular standards to incorpo-
rate CPAS, encouraging the FCC to issue
CPAS rules, developing CPAS administra-
tive processes, and stimulating competitive
interests of service providers to implement
the CPAS capability.
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On July 3, 2000, the FCC adopted the
Second R&O for PAS, establishing the
regulatory, administrative, and operational
framework enabling commercial mobile
radio service providers to offer WPS to
NS/EP personnel. The R&O also provided
WPS priority levels and qualifying

criteria to be used as the basis for all

WPS assignments. In their rule making,
the FCC determined that (1) WPS was in
the public interest; (2) WPS offering should
be voluntary; (3) carriers should have
limited liability if uniform operating pro-
cedures were followed; and (4) the NCS is
responsible for day-to-day administration
of the program.

After the terrorist attacks of

September 11, 2001, the NS/EP
community had a renewed interest in

fully implementing WPS and White House
personnel directed the NCS to establish an
active program. A WPS-like solution was
made available in Salt Lake City in time for
the 2002 Olympic Winter Games and the
NCS launched an immediate solution in
May 2002 in the greater metropolitan areas
of Washington, D.C., and New York City.

As a result of the NCS integration into the
Department of Homeland Security (DHS),
WPS is now offered through the DHS
Information Analysis and Infrastructure
Protection (IAIP) Directorate. WPS is
offered in most major metropolitan markets
on the Global System for Mobile Communi-
cations (GSM) platform. The initial carrier
for WPS is T-Mobile, which will reach full
operating capability in 2004. In addition,
the WPS program expanded to additional
GSM carriers in 2004, including AT&T
Wireless, Cingular, and Nextel.

There are also plans to expand WPS to
be offered on the Code Division Multiple
Access (CDMA) platform in the future.

Reports Issued

Wireless/Low-Bit-Rate Digital Services Task
Force Final Report: Towards National Security
and Emergency Preparedness Wireless/Low-
Bit-Rate Digital Services, September 1991.

Wireless Services Task Force, January 1994.

Emerging Wireless Services Report,
September 1995.

Cellular Priority Access Services Subgroup
Report, September 1995.

Wireless Task Force Report: Wireless Priority
Service, August 2002.
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Wireless Security
Investigation Group
Wireless Task Force (WTF)
Period of Activity

April 2002-January 2003
Issue Background

Numerous wireless technologies are being
used with greater regularity to transmit
voice, data, and video in support of
national security and emergency prepared-
ness (NS/EP) operations. However, there are
increasing concerns that wireless commu-
nications could expose NS/EP users to new
security threats and vulnerabilities.

As such, the NS/EP community needs to
understand its security requirements and
identify potential wireless vulnerabilities.

Challenges exist at many levels, including
product design, wireless standards, and
wireless/Internet convergence. First, the
wide use of commercial off-the-shelf
products and legacy equipment by the
NS/EP community is an important
consideration because these devices and
equipment were not designed with

NS/EP security requirements in mind and
sometimes without security features at all.
Second, interoperability issues arise from
the implementation of different security
models and standards—for instance, there
are several conflicting policies either estab-
lished or in development, designed to inhibit
or prohibit the use of particular wireless
capabilities and connectivity to classi-

fied networks and computers. Third, the
extension of the Internet into the wireless
domain adds new security challenges.

At the President’s National Security
Telecommunications Advisory Com-

mittee (NSTAC) XXV Meeting held on
March 13, 2002, participants discussed the
topic of security vulnerabilities in wireless
communications devices and networks.
Since subscribers use wireless technologies
to transmit voice, data, and video in support
of NS/EP operations, meeting participants
agreed that the NS/EP community needed to
identify its security requirements and under-
stand potential wireless vulnerabilities.
After an initial scoping of wireless security
and other related wireless issues, the NSTAC
Industry Executive Subcommittee (IES)
formed the Wireless Task Force (WTF) at

its April 18, 2002, meeting. The IES tasked
the WTF to determine how the NS/EP user
can operate in a secure environment and to
provide conclusions and recommendations
to the President regarding wireless security.

History of NSTAC Actions
and Recommendations

To adequately discuss these subjects and
formulate actionable recommendations
designed to help offset wireless threats

and vulnerabilities, the WTF agreed to:

(1) define the terms “wireless” and “wireless
security;” (2) identify NS/EP wireless

users’ unique requirements; (3) compile a
list of wireless vulnerabilities and threats;
and (4) where known, identify mitigation
approaches to address wireless vulnerabili-
ties and threats. The task force used the
expertise of subject matter experts from
NSTAC member companies, as well as other
information technology companies, industry
associations, and Government participants,
throughout its study of wireless security.
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After defining NS/EP user requirements,
the task force identified advantages to

using wireless systems for NS/EP communi-
cations, as well as vulnerabilities and
threats that must be addressed before using
wireless capabilities for mission-critical
NS/EP communications. The WTF’s findings
concurred with other prevalent studies,
which determined that any vulnerabili-

ties that exist in conventional wired and
computer communications and networks are
applicable to wireless technologies.

The WTF concluded that there is a range
of wireless security, which varies from
effective, practical security on the commer-
cial wireless networks, to significantly less
security on the public wireless networks.
As such, an NS/EP agency must ensure
that its NS/EP communications are secured
appropriately for its mission. The WTF also
agreed that the extent to which these vul-
nerabilities have been or can be addressed
would be a function of the degree to which
organizations with experience in security
issues manage the network.

The WTF concluded it